PROBLEMAS E SOLUCOES REAIS EM
PROVER ALTA DISPONIBILIDADE
com OSPF, MPLS, BGP E VRF.

Palestrante: Lacier Dias

(MU

MikroTikUserMeeting inBrazil
Séao PauldNovember7-8, 2011



\ Introducao
Nome: Lacier Dias

V Formado em Seguranca da Informacao
V PosGraduado em Seguranca de Rede de Computadores
V MBA em Gerenciamento de Projete§GV

V Treinamentos e Certificacoes:
U IPV6
MikroTikConsultant MTCNA, MTCWE, MTCUME, MTCRE e M
Microsoft CertifiedProfessional
ITIL,Cobit
BSCHRalancedscorecard)
ISO 27001 e 27002
Motorola, Proxime Alvarion
Allied TelesisCisco eJuniper
Hughes Networks
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. Objetivos da Apresentacao

V Apresentarcomo fol migrar grandesredes
em producao em bridge total ou parcial
pararoteamentodinamica

V Abordar como podemos fazer isso de
maneirapoucotraumatica

V Apresentar casesreais de migracaocom
baixoimpactoaosclientes

V Mostraro ambientepdsmigracao



Alta Disponibilidade

Um sistema de alta disponibilidade é um sistema
resistente a falhas.
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Abordaremos:
A rede
Humana




\‘ OSPF, MPLS, BGP e VRF

Quais beneficios e impacto do uso destes
protocolos????
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OSPF

V Vantagens:

U OOSPF é um protocolo especialmente projetad

para o ambiente TCP/IP para ser usado
internamente ao AS

U Publicacao de Tabelas: LiatateRoutingProtoco
e a busca pelo men@maminho.

U AlgoritmoShortestPathFirst- SPF

U Simples de configurar ndikrotik.

V Problema mais comum:
U Configuracoes inseguras.
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B Interface List
Interface | Bthemet EolP Tunnel

IP Tunnel WLAMN VRRP Bonding

[#-]l=] [7][] [=] [7]

Name /| Type L2 MTU |Tx R | Tx Pac..
R 4tlobrdge Bridoe 452 kbps 147 kbps 14
R 4ikether Ethemet 1526 Obps 6.7 kbps 0
R ¢i*ether? Ethemet 1522 162kbps 14.9kbps 15
R #itetherd Ethemet 1522 E&11kbps  7.0kbps 3
7| Address List
[#][=] [¢][=] [a] [7]
|Address s |Ne‘twurk |Eroadcast Interface
T 10.0.1.5 10.0.1.5 10.0.1.5 lobridge
R 10.1.5.1/24 10.1.50 10.1.5.255 etherd

Interfaces | Instances | Metwarks | Area

[#[[=] ][] [7]

| Interface | Cost | Pri
D & ctherl0 10
DF  #2lobridge 10
#2 ether 10
3 ether2 10
&2 etherd 10
¥ etherd 10
&2 etherb 10
#2 etherd 10
#2 etherd 10

OSPF <ether2:

General |Status| =
1 O5PF
Interface: E
rtefaces Istances | Mstwods Aeas  Area Ranges  Vetual Lnks  Meghbons N
Cost: |10 Apply =] [«][%] [a] [¥
Pty : Nome [Fouter 10 Rang
-  Geea 0 -
Authentication: oo |
it : o B OSPF Instance < default> =
Authentication Key: S B
EINERE Gened | Matics MPLS Sizhs
Autirontoation Key D [ Reneve | >

Network Type: [broadeast |#]

[ Passive

InstancelD: 0|

Retranzmit Interval: 5
Tranzmit Delay: z
Hella Interyal: 3
Router Dead Interval: 3

=

nabled | |State: backup

itemnz out of 7 [1 zelected]

FouterID: 10.0.1.5

==

L

Radistrbuts Defaul Roube: naver | Diesble |
Redstatete Connected Foutes: aatpe 1 _
Fecisirbute State Foues: no ¥ Cogy
FRedisirbute RIP Roues: no 7| Femawve :
Redsvitube BGP Rouss: no ¥
Redatribatn Orher QSPF Routes: na *
In Fiter: nspfan ¥
Out Fiter: oo cul *

i




OSPF

1] OsPF (=]

Metwarks MES‘NEEHEQ&B Vitual Links  Meighbors  NBMA Neighbors  Sham Links LSA Routes AS Border Routers ...

# = [v]%|[a] 7]

|AreaName !|Instance |AreaID |Type |Defau|tC...|Inter|"ac...|ﬂdi\reI...|Neighb...| |V|
$lbackbone  defaut  0.00.0 defaut 3 3 2

m
Frea Name: oK _
Instance: |defaut |i| Cancel
Area [D: |0.000 Apply

Tie: ldefat [ [t |
Disable

Translator Role: ME m
mm

D Inject Summary L5 As

Defautt Cost: -

| Remove |
eaces:
Active Interfaces:

Neightars:
Adcent Neghbor:

5] OSPF

Instances Metworks |Pu'eas frea Ranges  Virtual Links  Neighbors = WBMA Neighbors

disabled |
[#][=]
 Metwork / | Area |
£10015 backbone
#2192.168.1.4/30 backbone _
#2152 168.1.8/30 backbone
| Address List
|.P~ddress | Nei‘wnrk | Broadcast | Interface " - |
10015 10.0.1.5 10.0.1.5 lobridge
152 168.1.6/30 152.168.14 152.1681.7 ether?
Eﬁ=‘152.168.1.5!3'|] 15216818 152.168.1.11 etherl




MPLS

X Multi ProtocolLabelSwitchingé um
mecanismale transporte qudoi padronizado
atravesda RFE3031 e operanuma camada OSI intermediaria as

definicOes tradicionais dbayer2 (Enlace) €ayer3 (Rede)por isso que
se tornou recorrenteser referidocomo um protocolo del'ayer2,5".

V Vantagens
U Melhor desempenho no encaminhamento de pacotes;

U Criacao de caminhog&dbelSwitchingPaths) entre os roteadores;
U Possibilidade de associar requisitos@eS baseados nos rotulos
carregados pelos pacotes

V Desvantagens
U Problemas graves com a alteracdo do MTU.



MPLS

MPLS Labeling with 2 Tags

IN OouT
|ETH: |4| IP: 20 |DHTH: |4Bﬂ|_>n‘
‘h.%_.

MPLS: 4| MPLS: 4| IP: 20 |DATA: 1480

MPLS - MTU
L2 - MTU




MPLS

B MPLS
LDP Interface ILDP Neighbor Accept Filter Advertise Filter Forwarding Table = MF

4| =| [#| %] @] 7| | MPLS Setings || LDP Settings |

Interface / |Hello Interval |Hold Time | Transport Address | Accept Dy...

' etherl 00:00:05  00:00:15 yes
[
2| Mew MPLS Interface E etherd 0Q{00:05 v 00:00; 15 yes
Inteface: ether5 00:0005  00:00:15 yes
IE' lobridge 00:00:05 00:00:15 yes
Hello Interval: |00:00:05 | Cancel —
e T 3F =ovaal
Held Time: |DD:DD:15 | Lpply E LDbSettmgs LX)
vl iEnabled
Transport Address: | | b OK
Dizable o
Recept Dynamc Neghbars LSR1D: (103602 s
Commernt Transport Address: |10.86.0.2 S s
Path Vector Limit: |255 !
Hop Limit: {1255 ’
disabled |_| Loop Detect
|| Use Bxplicit Null

|v| Distribute For Default Route

LOF Interface | LOP Meighbor | Accept Filker | Advertize

#[=] [¥]

Interface + |MPLS MTU
| | |
all 1503




BGP

V Vantagens:

U OBGP-foi projetado para evitar loops de
roteamento em topologias arbitrarias, o0 mais
serio problema de seu antecessor, 0 EGP (Ex
GatewayProtoco).

lor

U A funcéo primaria de um sistema BGP ¢€ trocar
informacéo de acesso a rede, inclusive informa
sobre a lista das trajetOrias désSs com outros
sistemas BGP.

V Problema:
U Configuracoes requer atencao e conhecimento.



| BGP Instance <defaults

Name: | default | oK e
45: | 65001 | Eancal l

Router ID: [10.99.99.1 | a ook

Redistribute Connected Disable
Redistribute Static
|| Redistribute RIP
Redistribute DSPF Copy

Comment

fele Fel

Out Filter: [ “ ;I
Confederation: | I'
Confederation Peers: | -
Cluster ID: | g

Client To Client Reflection
[ lgnore AS Path Length

enabled

Instances VRFs Peers |NetW'orks_! Aggregates  VPN4 Routes ‘ Advertisements
E]E] [z' l Refresh ” Refresh All H Resend || Resend &ll ] Find

[Name llnstance]ﬁ‘emote T [Hemot...[Multi...IHoute ...ITTL [FiemotelD | Uptime [Prefix Count IState

&3 Mirante->Pardal default  10.99.99.2 65001 no  yes default 10.99.99.2 2d 04:16:34 46 established
&2 Mirante->CityLar default  10.99.99.3 65001 no yes default 10.99.99.3 6d 09:10:26 46 established
&2 Mirante->CPA default  10.99.99.4 65001 no yes default 10.99.99.4 8d 09:44:50 46 established
&3 Mirante-> Integral default  10.93.99.5 65001 no ves default 10.93.99.5 8d 09:45:.02 46 established
& Mirante->BritaGuia default 110.99.99.6 65001 no ho default idle

&2 Mirante->Queen default  10.93.99.7 65001 no yes default 10.93.99.7 ad 09:44:45 46 established
&2 Mirante->Modelo default  10.99.93.8 65001 no yes default 10.99.93.8 3d13:47.57 46 established
& Mirante->ModelodBS  default  10.99.99.9 65001 no yes default 10.899.93.9 8d 09:45:03 5 established




| BGP Peer <Mirarte->Pardaly
Address Families: (v ip (vl ipv6 (v 12vpn [v] vpnd [ ] I2vpn-cisco

Cancel

Update Source: |Iobridge

|®]

BGP Peer <Meante>Pardal

Apply

Disable

Comment

o]
= | B

Copy

[=] E3 |BGP Peer <Mrontes Ciylar

[ ] Passive

|| Passve

S
ranie | Cancel | Name: | Miante->CityLar
Instance: l_qecaqg_ ¥ ] Appl | Instance: lde?adl' _ ¥
Remote Address: 1099992 ] Remote Addiess: 11&9379‘3_3»
Remote Pot: [ v Remote Pot: l v
Femote AS: 65001 | Femote AS: 65001
TCP MD5 Key: | - TCP MDSKey: | -
emove
Nesthop Choice: | defaull |%| — Nesthop Choice; | default 3
| Multibop [ Multihop
¥ Route Aeflect ¥ Route Aeflect
Hold Time: 180 I35 Hold Time: | 180 E3F
TIL: [defoul s TIL: [defaut 3
Max Prefee Limit: | v Max Preiee Limit: | -
Max Prefix Restart Time: | v Mas Prefix Restart Time: | >
InFiter | % inFiter. | ®
Out Fiter; | |3 Out Fiter; | e
AlomhS In | v AlowS In: |
|| Remove Private AS || Remove Private AS
[ ] A4S Dvemds ["] A4S Ovemds
Default Ongnate: |never [%] Default Drignate | never 1%

Dol e

f|/enaties

enabied




VRF

Vantagens
U VirtualRoutingand Forwarding em redesde computadores
baseadas em IP, roteamento virtual e Transmissao (VRF) é ume
tecnologia que permite que varias instancias de tahelade
roteamentopossam coexistidentro do mesmaoteadorao
mesmo tempo.
U Segmentacdo sem alto consumo de processamento;

V Desvantagens
U Configuracoes requer atencao e conhecimento
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# Route List
Routes Nexthops Rules VRF
+ = v a7

|

-

Routing Mask__/ [interfaces | Route Disting...|
Cliente-A-VL100  vian100 5:1
Cliente-B-VL101  vian101 52
%) VRF <Cliente-A-VL100> 5] | [[5) vRF <Cliente-B-vL101> i~
Routing Mark: |Clerte-A-VL100 - Routing Mark: | ST TSCRTRDN] %]
Intedfaces: |vian100 $ | Cancel Intedfaces: vian101 1¥/¢ | cancel |
Route Dutinguisher- [5:1 a [ o | Route Distinguisher: |52 |a [ ooy |
import Route Targets: 5.1 ¢ Disable Import Route Targets: | 5:2 | & [ Disable
Export Route Targets: |51 $ [ Comment Export Route Targets: |52 * [ Conment |
[ cor | [ oo ]
| Remove | | Remove |
| b bt d |

|disabled

oo

Instances “RFs | Peers | Metworks | Lggregates | WPN4 Foutes | Advertisements |
= 2] (=] 7]
|Instan|:e £ |Hnuting Mark. |Dut Filker |
default kW anutencan
default CituLar
default Cazeli
default AeropartaStaRita
default Acofer
default BeiraRio
default MTL
default b odelo
default K.adr
default BritaCB &
default Concrenop



MONITORAMENTO

I@PRTE MNetwork Monitor - CE-Titania {lacier.dias)
File Edit “iew Help

Devices | Sensors | Alarms | Maps | Reports | Logs | Todos | Setup

M4 Iz 1200 48 as

-Eg Servidor Monitoramento TITAMLA 1z ﬂ | Evarsiam || e Graph 2 days |2|3 days I 100 ¢
[+} ' Radios 18 o435 & 10
T T R R
F=' TITANIA o320 d 1
- Acofer o za 15,0

Aeroporto Sta Rita = e
Beira Rio o 16 [ 1 2 10,0
Brita Guia H3Eg A2 504
Caseli 44 g
Cedic 10 0,0 T T T T T T
City Lar 7 A7 1 = 8 8 8 8 B
Concrenop “1 4z 2 94 X% 5 2 5
Dental Cuiaba o1z o o o o o O
D55 el 1
Fetal Care L=k Date Time Response Time
Gabriela ez el
Maodelo 54 03/ 11/2011 05:00:00 - 0&8:05:00

/ Mendonca ~a 03/11/2011 07;55:00 - 08;00:00

, Kadri <10 418 08/11/2011 07:50:00 - 07:55:00

/ Integral 33 4
MTU 77 03/11/2011 07:45:00 - 07:50:00
Mineradora = |§e] 03112011 07:40:00 - 07;45:00
Plena e 03112011 07:35:00 - 07;<40:00
sSG Hz 1
TellMais ala 1 03/11/2011 07:30:00 - 07:35:00
Hotel Odara 10 03/11/2011 07 :25:00 - 07 :30:00
Mega FM & 03/11/2011 07:20:00 - 072500



RESULTADO FINAL

Route List

Routes | Mesthops | Rules | YRF |

(=] 5 T

|D3t. Address ¢ |Gateway Digtance  |Rou

0ac B 172158.0.40/29 etherb reachable 1]
b B17215.040/29 10.99.99.2 recursive via 172.18.0.2 etherl 200
b B17215.040/29 10.99.99.3 recursive via 172.18.0.10 ethers 200
Ok B17215.040/29 10.99.99.4 recursive via 172.18.0.18 ether3 200
Ok B17215.040/29 10.99.99.5 recursive via 172.18.0.26 etherd 200
Ok B17215.040/29 10.99.99.7 recursive via 172.18.0.42 etherb 200
Ok B17215.040/29 10.99.99.8 recursive via 172.18.0.82 etherd 200
Céo B17218.0.45/29 172.18.0.2 reachable etherl, 172.18.0.26 reachable etherd 110
b B17218.0.45/29 10.99.99.2 recursive via 172.18.0.2 etherl 200
b B17218.0.45/29 10.99.99.3 recursive via 172.13.0.10 ethers 200
b B17218.0.45/29 10.99.99.4 recursive via 172.13.0.18 ether3 200
Ok  P17215.0.45/29 10.99.99.5 recursive via 172.13.0.26 etherd 200
Ok  P17215.0.45/29 10.99.99.7 recursive via 172.13.0.42 etherb 200
Ok  P17215.0.45/29 10.99.99.8 recursive via 172.13.0.82 etherd 200
Cao P17215.0.64/29 172.18.0.42 reachable etherk, 172.18.010 reachable ether2 110
b P17215.064/29 10.99.99.2 recurzive via 172.18.0.2 etherl 200
b P17215.064/29 10.99.99.3 recursive wia 172.13.0.10 etherz 200
b P17215.064/29 10.99.99.4 recursive via 172.13.0.18 ether3 200
b P17215.064/29 10.99.99.5 recursive via 172.13.0.26 etherd 200
b P17215.064/29 10.99.99.7 recursive via 172.13.0.42 etherb 200
b P17215.064/29 10.99.99.8 recursive via 172.13.0.82 etherd 200
Cao B17218.0.72/29 172.18.0.82 reachable etherB, 172.18.0.2 reachable etherl 110
Cb  B17218.072/29 10.99.99.2 recurzive via 172.18.0.2 etherl 200
Cb  B17218.072/29 10.99.99.3 recursive via 172.13.0.10 ether2 200
Cb  B17218.072/29 10.99.99.4 recursive via 172.13.0.18 ether3 200
Cb  B17218.072/29 10.99.99.5 recursive via 172.13.0.26 etherd 200
b  B17218.072/29 10.99.99.7 recursive via 172.13.0.42 etherk 200
b  B17218.072/29 10.99.99.8 recursive via 172.13.0.82 etherd 200
Cac B 172.18.0.80/29 etherd reachable 1]
Dl:u' P 172.18.0.80/29 10.99.99.2 recurzive via 172.18.0.2 etherl 200

’



RESULTADO FINAL

Route List

M esthops | Hules | WRF |

(=] [=7]] 52 T

|D3t. Address ¢ |Gatewa_lrl |Di3tann:e |F||:|utir'|g |F"ref. Sou
Dab 00000 10.99.99.5 recurzive via 172 18.0.26 etherd 200 Acafer
Dab P 00000 10.99.99.3 recursive via 172.13.0.10 ether 200 BeiraRiao
A5 F0000M0 10.255.1.194 on BritaCBaA reachable wlanby 1 BritaCBa,
A5 F0000M0 10.255.1.46 on Cazeli reachable wlan3dod 1 Cazeli
OAb P 00000 10.99.99.3 recurzive via 172.18.0.10 etherz 200 CitwLar
Dab 00000 10.99.99.3 recursive wia 172.18.0.10 etherz 200 0SS
A5 00000 10.255.1.78 on DentalCBA reachable vwlanbh 1 DentalCBA
AS  PF0000M 10.255.1.162 on FetalCare reachable wlank 1 FetalCare
A5 F0000M0 10.255.1.250 on Gabriela reachable +lanb3 1 Gabiiela
Dab = 0.0.0.0/0 10.99.99.5 recursive wia 172.18.0.26 etherd 200 Integral
Dab = 0.0.0.0/0 10.99.99.7 recursive via 172.18.0.42 ether 200 K.adn
AS 00000 10.255.1.106 an MTU reachable vlanz00 1 MTU
AS  PF0000M 10.222.1.190 on Manutencao reachable vlan:22 1 Manutencao
Dab [ 0.0.0.0/0 10.99.99.3 recursive via 172.18.0.10 etherz 200 MegaF
DAk P 0.0.00/0 10.99.99.3 recursive via 172.18.0.82 etherd 200 Modelo
A5 00000 10.255.1.142 on Plena reachable +lank3 1 Flena
A5 00000 10.255.1.206 on Titania reachable wlan39 1 Titania
Dab F100.4.0/24 10.99.99.4 recursive via 172.18.0.18 ether3 200 MTU
Dab P 10.0.6.0/24 10.99.99.2 recursive via 172.18.0.2 etherl 200 MTU
A5 B100.7.0:24 10.255.1.114 on MTU reachable wlan200 1 MTU
DAk P 10.0.8.0/24 10.99.99.4 recursive via 172.18.0.13 ether3 200 MTU
A5 F101.1.0/24 10.255.1.158 on FetalCare reachable wlank 1 FetalCare




7 PLANEJAMENTO DA MIGRACAO

e Treinamento
elsemana

-Pllam%;mmm
‘e« 3semanas

. Teﬁtea-ldammlma@ao
e 2 semanas

4

5

e Migracéo
elda
e Ajusteffino
e2das



CONCLUSAO

Sucesso da migracao depende do
' ‘ planejamento.
A Ndo importa o tamanho da sua
C rede.
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